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“Every takeoff is 
optional. Every 
landing is 
mandatory.”





Voice communications over VHF links

Surveillance Radar for  
aircraft localization!

ACAS/TCAS
Traffic and Collision Avoidance

Global Navigation Satellite  
System

Instrument Landing System

Automatic Dependent  
Surveillance Broadcast
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Aircraft Instrument Landing System (ILS)

● ILS helps aircraft land even in the most 
extreme weather scenarios

● According to Boeing, 59% of fatal 
accidents occur during the landing phase

● NASA indicated over 300 cases where ILS 
malfunctioned

● Landing systems have improved over the 
years, but are still susceptible to attack: 
and are perhaps even more dangerous



Demonstrates two 
types of attacks

● Overshadow attacks: 
attacker takes over 
entire signal

● Single-tone attacks: 
attacker just transmits 
one tone

Developed an ILS 
imitation capable 
of sending false 
information to 

aircrafts

Demonstrated 
attacks on a FAA 

certified flight 
simulator

Discuss possible 
countermeasures 

against such 
attacks
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Paper’s 
Contributions



Localizer

● Provides horizontal guidance for an aircraft

● Finds the aircraft’s location with respect to the runway centerline

● Needle helps pilot align themselves

Runway Centerline Localizer Antenna

90 Hz

150 Hz

Runway Centerline Localizer Antenna



Glidescope

● Provides vertical guidance for the aircraft

● Finds location based off of glidepath



ILS Receiver



OverShadow - Wireless Attacks

11

Simply puts out a 
stronger signal

Requires more 
power

Is less 
complicated



Single-tone - Wireless Attack

● Attacks either the 90 Hz or 150 hz tone

● Requires Less Power

● More Complicated



Bad Approach



Better Approach



How this was Done



Experimental Setup



Results 
OverShadow 



Results Single-Tone



● OverShadow

●  Single Tone 

● Potential Denial of Service 
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Testing on a human pilot



Discussion
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Location of Attacker Alternatives to ILS

Height of Aborting Landing Countermeasures



Related Work

There has been a lot of research 
done on other aircraft systems, but 
none on the landing system.

Study of pilot response to 
glidescope attacks

● Easy to handle, wastes time and fuel
● Hard to deal with low visibility



Conclusion
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Attackers can take control of an 
aircraft’s landing system1

2

3

Hard for a pilot to notice, especially 
with low visibility

Current Security of Aircraft won’t work 
on ILS



Thanks!
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Video Demonstration

http://www.youtube.com/watch?v=Wp4CpyxYJq4

